CLAIMS 



Having thus described the invention, what I desire to 
claim and secure by letters patent is: 



A user prograitmable remote control access system in whicj 
an encoded signal from a transmitter may be recorded^ 
signature control signal and without a need for the user or an 
installer to have a knowledge of the encoded signal and which 
does not require access to the interior of th^/transmitter or 
the receiver, said system comprising: 

4 

a) a portable hand-held ^afismitter capable of 

generating and transmitting a radio frequency receiver 

^ / / 

responsive signal wnich is digitallyyencoded, 

an encoder /sslcia'^ed/with said transmitter for 



b) 



digitally encoding the rece 



ive: 



lonsive encoded signal. 



c) a receiver Wesponsive to the transmitted encoded 

ig /an \eleptri 



signal and generating 



where 



signal representive of the 
^^ing operable in a program mode 
it is capable of having an encoded signal from a 



transmitter to /be recorded as a signature control signal and in 
an operatinorreceiving mode where it is capable of enabling and 
triggering/ in response to receipt of a valid and verified 
encoded/ signal corresponding to a recorded signature control 



signad, and 





-46- 



d) 



microprocessor control unit operativeS^y 



associated with the receiver, said control xinit being operable 




to record a signature signal from a transmitter^ when the 




receiver is operable in the program mode op^y requiring the 
transmission of the encoded signal from/rhe transmitter for 
recording as a signature control signal^and thereby eliminating 




any need for access to the ilntefior/ of the transmitter or 



receiver and thereby remoyes 
to have knowledge of the 




of the user or installer 



consequently no skills are required to program the receiver and 



signature control signal and 



control unit, said .control unit being operable in the receive 
mode so that it wi^uL enable a decjoding of an encoded signal from 
a transmitter/^nd a comparison of the decoded signal to a 
signature control signal which has been recorded in the control 



unit to /ietermine if the decoded signal corresponds to the 

a valid 



recorded signature control signal and thereby represents 



codey 
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The remote control access system of Claim 1 further 



characterized in that said receiver and control unit / are 
operable in the program mode to record many different 
transmitter encoded signals and encoded signals of/aifferent 
signal bases even when each produces completely different codes 



and 



each may have entirely different numbers of maximum 



combinations of available codes. 





The remote control a6cess system of Claim 1 further 
characterized in that said receive^ is provided with a switch to 
put the receiver in the program 



The remote control access system of Claim 1 further 



characterized in that said control unit is responsive to 
receiving signature^ control signals from a plurality of 
transmitters when/ the receiver is in the program mode to have 
the signature .control signals from each of the plurality of 
transmitters /recorded as signature control siganls, so that in 
the receive mode, the subsequent encoded signals from any of 
said plurality of transmitters are decoded and compared against 
the recorded signature control signals. 
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The remote control access system of Claim 



characterized in that each tra 



•arjsmj 




further 



and epedder are capable 



of generating a plurality of different epeoded signals 



The remote cont 




system of Claim 4 further 



characterized iji/M:hat certain of said transmitters generate 
encoded signals which will access only certain areas and certain 
other vO^^aid transmitters generate encoded signals which enable 



access to other areas. 
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A user prograitonable remote control access system in which 
a receiver and a control unit therefore are operable/iipon 
receipt of a proper transmitted encoded signal from a^ of a 

/ 

plurality of transmitters and which transmitters may be of 
completely different types and which may generate different 
types of encoded signals to arm and disarm said system, said 




system comprising: 

a) at least one first transmitter capable of 
transmitting a first receiver responsive radio frequency 
digitally encoded signal for arming and^disarming said system, 

b) at least one^ second transmitter capable of 
generating and transmitting \ a /Second and different radio 
frequency receiver responiive\ y^gitally encoded signal for 
arming and disarming said sy^feem^^f^ which at least one second 
transmitter is of a dif ferertb-^^e^ and may generate competely 
different types of encoded/signals\and where the encoded signals 
may have different numbers of mts. 

/ 

c) a receiver remote from "ahe 'transmitters and 
responsive to the /transmitted radio frequency encoded signals 
and generating electrical signals corresponding to each of the 
respectively encoded signals, and 

d) .a control unit operatively associated with the 
receiver, said control unit decoding the generated electrical 
signals to generate decoded digital signals and comparing the 
decoded / digital signals to the signature control signals which 
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have been previously recorded in the control unit to 
if the decoded digital signals correspond to the recorded 
signature control signals and thereby represent valid^^gnals. 




8 

The remote control acce^ syst,e^ of Claim 7 further 
characterized in that the re^er^rer^ai^^ unit are operable 

in a program mode to record ypjk erjdoded transmitted signals as 



signature control signals 
subsequently received 
signature control signals. 




n a receive mode to compare 



mitted signals to the recorded 



The remote control access system of Claim 



further 



characterized in that the control unit is a microprocessor 



operated control unit. 
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10 



The remote control access system of a 8 f i^^j^her 
characterized in that the system is user programmable such that 
the user of any transmitter may initially record^the encoded 
signal from that transmitter as a signature control signal in 
the control unit by simple actuation of the transmitter when the 
receiver and control unit are in a program mode, only requiring 
the transmission of the encoded signa^^^rom the transmitter for 
recording as a signature control! signal and which eliminates the 



need of the user or installe 



signature control signal arid 
program the receiver and con;tr^' unit. 




have/knowledge of the specific 
eby requires no skill to 



11 

The remote cp'ntrol access system of Clai m 10 further 




characterized in ythat said receiver is provided with a switch to 
put the receive^/ in the receiver mode or in the program mode. 



12 



remote control access system of Claim 11 further 



:3 



characterized in that said receiver exits the program mode 
automatically after a pre-established time delay. 
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13 

A remote control access system in which a receiver' is 
armed and disarmed by a radio frequency transmitted encoded 



signal from a remotely located transmitter and which transmitte'd 




encoded signal is not capable of being unauthorizedly yderWe'ci by 
electronic scanning techniques even if any of the coded signals 
which may be generated by electronic scanning techniques do 



constitue a valid signal, said system comprising: 

e oc 

transmitting a radio frequency receiver responsive encoded 



a) a transmitter capable oc generating and 



signal, 



b) an encoder associated/ with said transmitter for 




encoding the receiver responsive/ encoded signal which is to be 
transmitted by the associated i traiismilrter, 

c) a receiver j^emote^ from the transmitter and 
responsive to the radio freqt ency vtransmitted encoded signal and 
generating an electrical/^s^gnal \representive of the encoded 
signal, and 

d) a micr,oprocessor-based control unit operatively 
associated with the receiver, said control unit comparing the 
decoded signal /to a signature control signal which has been 
previously recorded in the control unit to determine if the 
decoded signal is a valid signal, or if the decoded signal does 
not corre^ond to the recorded signature control signal and is 
an invalid signal, said control unit preventing a comparison of 
the next successive decoded electrical signal with the signature 
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control signal for a time delay which is longer than the time 
required for the generation of two successive encoded sigi^as by 
electronic scanning techniques so that even if a valid signal 



corresponding to 



recorded signature control/ signal is 



generated immediately following an invalid siorial, it will be 
precluded from arming or disarming the sy^em by electronic 
scanning techniques. 



r 

The remote control access 
characterized in that each de^dd^d 
with the recorded signal starts 





"al which does not compare 
ime delay again. 



The remote control access system of Claim 13 further 
characterized in thax the system is user programmable without a 
need of anyone yo have knowledge of the encoded signal or to 
open the transmitter used therewith. 



16 

The /remote control access system of CljaiicL=13=^further 
characterized in that said transmitter and encoder are capable 
of gene'rating a plurality of different encoded signals. 
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17 



The remote control access system of Claim 



characterized in that the system is operable from a plurality of 




13 further 



transmitters to arm and disarm the systjem, said system 
comprising a plurality of transmitters and where each of said 
transmitters may be different from the-^-'others and have different 
signal bases. 




The remote control access system of Claim 17 f urther 



characterized in/rhat the signature control signals which have 
been previously recorded are generated from the individual hand 
held transmitters and encoders associated therewith and recorded 



in the i^ntrol unit. 
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19 



A user remote control access system in which a receive^ is 
capable of generating a responsive action in the^^ ey^nt of 
unauthorized intrusion in a selected environment ,^^fd system 



comprising: 
a) 



portable hand-held transmit^ 



capable of 



generating and transmitting a radio frequency receiver 
responsive signal which is digitally encoded 



b) 



an encoder associated with said transmitter for 



encoding the receiver responsive encoded/ signal, 



c) 



receiver remote /from the transmitter and 



responsive to the transmittfd\rad^o frequency encoded signal and 
generating an electrical /signal ^epresentive of the encoded 
signal/ and 

d) a microproce^\^^r-^ased control unit operatively 



associated with the re 




said control unit decoding the 



generated electrical / signals • of at least two successive 
transmitted signals /and generating decoded signals therefrom and 
comparing the decoded signals to each other and to a valid 

.r61 



s ignature cont; 



ignal previously recorded in the control unit 



to determine/ if the decoded signals represent valid signals, 
said control unit recognizing a valid signal if each of two 
successive encoded signals are indentical to each other and also 
are the'^ame as the previously recorded signature control signal 
and recognizing said decoded signals as invalid if they do not 



compare to each other or if they do compare to each other hu^ydio 
not compare to the previously recorded signature control.'^gnal. 



The remote control 



characterized in that the 




sy s t^ of Claim 19 fur the r 
is user programmable with an 



operable in a program mode 



encoded signal, said receiye: 
where it is capable^x haj'ing an encoded signal from a 
transmitter recorded-^ as a signature control signal and in an 
operating-receive^'^^'^ode where it is capable of enabling 
triggering in^response to receipt of a signature control signal 



corresponding to a recorded signature control signal. 
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21 

The remote control access system of Claim 20 further 
characterized in that said control unit is operable to record a 
signature control signal from a transmitter when the^eceiver is 
operable in the program mode only requiring the t^nsmission of 
the encoded signal from the transmitter fo^ recording as a 
signature control signal and thereby avioaing any need for 
access to the interior of the transmitter /and which also thereby 
avoids the need of the user or installer to have knowledge of 
the specific signature contro/^ignature and thereby avoids the 
need of specific skills to/ pro-am the receiver and control 
unit, said control unit also /bfe^i'ilg/^erable when the receiver is 



in the receive mode 



recede the electrical signal 



representative of the encoded ^igna>^. 

22 

The remote control access system of Claim 21 further 
characterized in^ that said receiver and control unit are 
opered^le In /the program mode to record many different 
transmitter eTicoded signals and transmitter encoded signals of 



different signal bases and operable in the receive mode to 
decode a^ compare many different transmitter encoded signals 
and mahy transmitter encoded signal bases of different signals 
against any signature control signal. 
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The remote control access system of Claim 1 9^ further 
characterized in that said receiver is provided witfi^a'~manually 
operable switch to put the receiver in the peceive mode or in 
the program mode. 



The remote control access 



r ec e iving s ignatur e 




em of Claim_19 further 



characterized in that ^spd^ control unit is responsive to 



signals from a plurality of 



transmitters when ±he receiver is in the program mode to have 
the signature control signals from each of the plurality of 
transmitter s yxecorded as signature control siganlSy so that in 
the receive mode, the subsequent encoded signals from any of 
said plurality of transmitters are decoded and compared against 



the/recorded signature control signals. 
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A user programmable remote control access system in which 



a receiver and a control unit therefore 



receipt of a proper transmitted encoded signal frdm any of a 
plurality of transmitters to arm and disarm the^ystem, said 



system comprising: 



a) 



at 



least one first 



generating and transmitting a radio/ frequency receiver 
responsive signal which is digitally encoded, 




operafbl© upon 



itter capable of 



b) 



at least one second transmitter capable of 



generating and transmitting a / second and different radio 
frequency receiver responsive/' digitally encoded signal for 
arming and disarming said system, /and which at least one second 



transmitter is of 



erent/type and may generate different 



types of encoded signals y'&ianVhy such first transmitter, 

c ) a rece iver \ ^relot e from the transmitters and 

responsive to the /transmitted^ encoded signal and generating 
electrical signal's respectively representive of the encoded 



signals, and 



4 control unit operatively associated with the 



receiver, said control unit decoding the generated electrical 
signals to^ generate decoded digital signals, said control unit 



enabling access to a first area if the encoded signal from the 
first/ transmitter corresponds to a first recorded signature 
control signal, said control unit enabling access to a second 
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area if the encoded signal from a second transmitter corresponds 
to a second recorded signature control signal and is/also 
thereby a valid signal. 



26 

The remote control access system of^ Claim 25 further 
characterized in that said first and se^o'nd transmitters may be 
of different types and they may generate different types of 
encoded signals. 



The remote control /acce 




ystem of Claim 25 further 



characterized in that the receivver and control unit are operable 



in a program mode 



t the rec€ 

• / V 

CO record 



\ 



mcoded transmitted signals as 



signature control /signals and in a receive mode to compare 
subsequently received transmitted signals to the recorded 
signature contarol signals, and the signature control signals 

/ 

which have^been previously recorded in the control unit are 
generated /from i:lie same individual transmitters and encoders 
associated therewith and recorded in the control unit when the 
latter /are operable in the program mode. 
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A method of operating a user programmable remote ^ykxo\ 
access system in which an encoded signal from a transmib-^rer any 
be recorded as a signature control signal and ^^h^n does not 
require knowledge of the encoded signal by the user or an 
installer and which does not require access to/the interior of 



the transmitter to program the system, said me;tihod comprising: 

a) generating a receiver responsive digitally encoded 



signal, 

b) transmitting the 




generated receiver responsive 



encoded signal in a position 



encoded signal from a hand hel4 portable transmitter, 

c) locating a re/:eiver responsive to the transmitted 

A\ / 

to^ receive the transmitted signal, 

d) operating said\ r^c^iver in a program laode ^ bave 
a signature signal of a t^ansm^tieri to be encoded, 

e) generating^ an electrical signal at the receiver 
which is representative of the encoded signal, 

f) decoding the electrical signal to provide a 
decoded signal, 

g) recording the decoded signal as a signature 

/ 

control signal when the receiver is operable in the program mode 
only requiring the transmission of the encoded signal from the 
transmitter for recording as a signature control signal thereby 
avoiding any need for access to the interior of. the transmitter 
and >^ich also thereby avoids the need of the user or installer 
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to have knowledge of the specific signature control signal anti 



thereby avoid the need of specific skills to program the 



receiver, and 
h) 



operating said control unit in/a receive mode to 



decode further electrical signal-^ representative of the encoded 



signals and compare the decoded/^ignals to the recorded 

r 

sian 



signature control signal 



corresponds to the recorded^ 
represents a valid signal , 




e if the decoded signal 
6 control signal and thereby 



if the decoded signal does not 



correspond to the/recoded control signal and thereby represents 
an invalid signal, such that the user never has to know the 
specific encoded control signal. 




